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Statement of Confidenti

This pentest report contains confidential and proprietary information
belonging to KLEAP Technologies Pvt. Ltd. and Client. It is intended
solely for the use of the Client and KLEAP Technologies Pvt. Ltd. The
information provided within this report should not be disclosed,
distributed, or shared with any third parties without the explicit written
consent of both KLEAP Technologies Pvt. Ltd. and Client. Any
unauthorized use or disclosure of this information is strictly prohibited
and may result in legal action.



Executive Sumn

Client engaged KLEAP Technologies Pvt. Ltd. to perform penetration
testing of the APIs. The primary goal of this API penetration testing
project was to identify any potential areas of concern associated with the
APl in its current state and determine the extent to which the system
may be breached by an attacker possessing a particular skill and
motivation. The assessment was performed in accordance with the
“best-in-class” practices as defined by ISECOM's Open Source Security
Testing Methodology Manual (OSSTMM) and Open Web Application
Security Project (OWASP).

KLEAP Technologies Pvt. Ltd. conducted the penetration testing during
the period of March 20th, 2024 to April 11th, 2024. All testing activities
were performed on the staging environment provided by the customer
and completely isolated from the production data. While performing the
testing activities, KLEAP Technologies Pvt. Ltd. emulated an external
attacker without prior knowledge of the environment. To test the user-
authenticated area and privilege escalation vulnerabilities, the customer
supplied KLEAP Technologies Pvt. Ltd. credentials for several registered
user and admin accounts.



Scoping and Time Limitatior

Scoping during the engagement did not permit denial of service or social
engineering across all testing components.

Time limitations were in place for testing. APl penetration testing was
permitted for seven (7) business days.

Testing Summar

(Overall Summary of the findings)

Scope Critical High Low Info Total

Client AD 1 1 1 0 0 3

Table 1: Findings per asset

Vulnerability Index

Critical
33.3%

Medium
33.3%

Vulnerability Index



Vulnerability Status

Sr. No. Vulnerability Severity Status
1 SQL Injection CRITICAL OPEN
2 Side Channel Data Leaks HIGH OPEN
3 Dumping connection string from memory MEDIUM OPEN




Scope Summa:

The following assets were considered explicitly in-scope for testing:

Assets In-Scope Hostname / CIDR/IP
Thick Client Application Vulnerable Thick Client Application
(If any)
Assets Out-of-Scope Hostname / CIDR/IP

N/A N/A




Methodolo

The pentest methodology employed by KLEAP Technologies Pvt. Ltd.
follows a systematic approach to assess the security posture of client
systems.

Our Penetration Testing Methodology is based on following guidelines
and standards:

Penetration Testing Execution Standard (PTES)

Open Source Security Testing Methodology Manual (OSSTMM)
OWASP Testing Guide

OWASP Top 10 Application Security Risks

1. Reconnaissance

The objective of the reconnaissance phase is to gather information about the target
thick client application through passive reconnaissance and OSINT techniques. This
includes identifying the application's functionality, components, and dependencies.
The goal is to gain a better understanding of the target's infrastructure, potential
vulnerabilities, and attack surface. Actions include identifying the application's
environment, such as operating systems, libraries, and frameworks used, and
collecting publicly available information about the application and its developers.

2. Scanning and Enumeration

The objective of the scanning and enumeration phase is to conduct active scanning
to identify potential entry points and gather detailed information about the
application. This involves using static analysis tools to scan the application's binary
files and source code (if available), performing dynamic analysis by running the
application in a controlled environment and monitoring its behavior, and identifying
and enumerating services, libraries, and components used by the application.
Additionally, gathering information about the application's configuration, such as file
paths, registry entries, and network communications, is crucial. Tools like
Dependency Walker, CFF Explorer, Procmon, and Wireshark can be employed in this
phase.



3. Vulnerability Assessment

The objective of the vulnerability assessment phase is to perform a comprehensive
vulnerability assessment to identify specific vulnerabilities in the application. This
involves using automated tools and manual techniques to identify common
vulnerabilities and misconfigurations. The scan results are manually reviewed to
validate and prioritize the identified vulnerabilities based on their severity and
potential impact. This phase helps in identifying specific vulnerabilities that can be
exploited to gain unauthorized access or compromise the target systems. Tools
such as Ghidra, IDA Pro and Burp Suite can be utilized in this phase.

4. Exploitation

The objective of the exploitation phase is to attempt to exploit identified
vulnerabilities to demonstrate their potential impact. Ethical hacking techniques are
utilized to simulate real-world attack scenarios while ensuring no harm is caused to
the target systems. The pentester may use various tools, scripts, or custom exploits
to exploit the identified vulnerabilities. The goal is to demonstrate the potential
impact of the vulnerabilities and assess the effectiveness of the target's security
controls. Documenting successful exploits and their impact is crucial in this phase.

5. Reporting

In this final phase, the pentester compiles all findings, categorizes them based on
severity levels, and provides detailed explanations, proof-of-concept
demonstrations, and prioritized recommendations for remediation. The report
includes a summary of the pentest engagement, an overview of the methodology
used, and a comprehensive analysis of the vulnerabilities discovered. It also
includes actionable recommendations to mitigate the identified vulnerabilities and
improve the overall security posture of the target systems. The report serves as a
valuable resource for the client to understand the security risks and take
appropriate measures to address them.



Vulnerability Classification & S

To categorize vulnerabilities according to a commonly understood
vulnerability taxonomy, KLEAP Technologies Pvt. Ltd. uses the industry-
standard Common Weakness Enumeration (CWE). CWE is a community-
developed taxonomy of common software security weaknesses. It serves
as a common language, a measuring stick for software security tools,
and as a baseline for weakness identification, mitigation, and prevention
efforts.

To rate the severity of vulnerabilities, KLEAP Technologies Pvt. Ltd. uses
the industry standard Common Vulnerability Scoring System (CVSS) to
calculate severity for each identified security vulnerability. CVSS
provides a way to capture the principal characteristics of a vulnerability,
and produce a numerical score reflecting its severity, as well as a textual
representation of that score.

To help prioritize vulnerabilities and assist vulnerability management
processes, KLEAP Technologies Pvt. Ltd. translates the numerical CVSS
rating to a qualitative representation (such as low, medium, high and
critical):

CVSS Score v3.1
Severity Score
Critical 9.0-10.0
High 7.0 -8.9
4.0 - 6.9
Low 01-3.9
Informational 0.0




Findings Summ

Findings are sorted by their severity and grouped by the asset and CWE
classification. Each asset section will contain a summary. Table 1in the
executive summary contains the total number of identified security
vulnerabilities per asset per risk indication.

During the engagement, 3 unique vulnerabilities were found across 2
different vulnerability categories. Vulnerabilities of the following kinds
were identified:

e Injection

e Sensitive Data Exposure

Exploring the findings further by their actual vulnerability type as defined
by CWE, Table 3 shows the number of individual findings and its
distribution of severity.

Vulnerabilities Critical High Low Info
SQL Injection 1 0 0 0 0
Side Channel Data Leaks 0 1 0 0 0
Dumping connection string from 0 0 1 . 0
memory
1 1 1 0 0

Table 3: Severity distribution across vulnerability types



During the engagement, 5 unique vulnerabilities were found across
mainly 3 different vulnerability categories. The most common
vulnerability types identified were:

o Broken Object Level Authorization

e Injection

e Security Misconfiguration

Exploring the findings further by their actual vulnerability type as defined
by CWE, Table 3 shows the number of individual findings and its
distribution of severity.

OWASP Top 10 Results Findings

DAT1 - Injections Fail 1
DA2 - Broken Authentication & Session

Management Pass 0
DA3 - Sensitive Data Exposure Fail 2
DA4 - Improper Cryptography Usage Pass 0
DAS - Improper Authorization Pass 0
DAG6 - Security Misconfiguration Pass 0
DA7 - Insecure Communication Pass 0
DAS8 - Poor Code Quality Pass 0
\?ﬁﬁ e—rLaJ;iil?tgiecsiomponents with Known Pass 0
DA10 - Insufficient Logging & Monitoring Pass 0




Technical Findings D¢

Vulnerability Severity CWEID
Critical 89
OWASP Category CVSS Score
DA1 - Injections 9.1

Vulnerability Description

SQL injection, also known as SQLI, is a common attack vector that uses
malicious SQL code for backend database manipulation to access information
that was not intended to be displayed.

Impact

An attacker can execute arbitrary SQL queries, potentially leading to data
exfiltration or unauthorized access.

Steps to Reporduce

1. Enter x’ or 'X’="x in both the username and password fields as shown in the
following figure and then click Login.

2 Login E=8 o8 =
Login Here
Usemame X' or X'=%
Password sssssssseresl
Logn
Dont have an account yet? Register Here




Steps to Reporduce

2. Observe that we are logged in as Raymond.

2 Main
Welcome . raymond Vierw Profie
Add Bxpenses
View Expanses
Qear Bponses
Backup Data 1o Excel
Remediation

e Implement prepared statements and parameterized queries to prevent SQL

injection.
o Validate and sanitize all user inputs.




Vulnerability Severity CWEID

High 200
CVEID CVSS Score
DA3 - Sensitive Data Exposure 8.7

Vulnerability Description

Side-channel data leakage, also known as unintended data leakage, is a
vulnerability that occurs when sensitive information is unintentionally exposed
due to how software or hardware is used. This can happen when information is
placed in an insecure location on a device, such as due to caching, logging, or
browser cookies.

Impact

Sensitive Data Exposure: Leaks can reveal passwords, encryption keys or
other critical information.

System Compromise: Enables attackers to gain unauthorized access.
Privacy Violations: Exposes personal or confidential information.
Financial Loss: Leads to fraud or unauthorized transactions.

Reputation Damage: Erodes trust and harms the organization’s image.

Step to Reproduce (Evidences)

1. Login to the user account “vijay” as shown in the POC.

Dont have an account yet ? Register Here

2. After logging in to the application, click on “View Expenses” then click on
“View Profile” and finally log out.




Step to Reproduce (Evidences)

@
>
Logout

Welcome.. vijay
Username: vijay
Email ID: vijay@test.com
tem date time

price Frp——
> Traveling [ELE)] 10 February 2021 15:08:56

Traveling 5000 10 February 2021 00:03:04
View Expenses

Clear Expenses

Backup Data to Excel

3. Next, log in to different accounts such as “Raj”, explore the application and
then log out.

= X
Welcome raj Username: raj Logout
Email ID: raj@test.com
item price date time T Add Expenses
» 1005 27 February 2021 01:22.06
View Expenses
Clear Expenses
Backup Data to Excel

4. Similarly, log in as an admin user and click on “Backup Data to FTP Server”.

m Admin — O X

Welcome Admin

I Backup Datato FTP Server I

5. We're simply browsing the application to generate logs, which will create a
log file on the desktop.




Step to Reproduce (Evidences)

6. Open the file in Notepad where you can see details like database password,
connection string, and SQL queries.

| logs - Notepad - a X

File Edit Format View Help
b@sswerd A
Decrypted dbpasword: p@sswerd

Data Source = localhost\SQLEXPRESS; Initial Catalog=DVTA; User Id=sa;
Password=p@sswlrd; Integrated Security=false

SELECT * FROM users where username='vijay' and password='vijay'
p@sswlrd

Decrypted dbpasword: p@ssword

Data Source = localhost\SQLEXPRESS; Initial Catalog=DVTA; User Id=sa;
Password=p@sswrd;Integrated Security=false

p@sswlrd

Decrypted dbpasword: p@ssw@rd

Data Source = localhost\SQLEXPRESS; Initial Catalog=DVTA; User Id=sa;
Password=p@sswlrd;Integrated Security=false

SELECT * FROM users where username='raj' and password='raj'

p@sswlrd

Decrypted dbpasword: p@sswérd

Data Source = localhost\SQLEXPRESS; Initial Catalog=DVTA; User Id=sa;
Password=p@sswlrd;Integrated Security=false

p@ssword

Decrypted dbpasword: p@sswolrd

Data Source = localhost\SQLEXPRESS; Initial Catalog=DVTA; User Id=sa;
Password=p@sswOrd;Integrated Security=false

p@sswlrd

Decrypted dbpasword: p@ssword

Data Source = localhost\SQLEXPRESS; Initial Catalog=DVTA; User Id=sa;

| — '

Remediation

e Remove or sanitize sensitive information from logs.
e Implement proper logging practices to prevent data leaks.




Vulnerability Severity CWEID

316
CVEID CVSS Score
DA3 - Sensitive Data Exposure 5.6

Vulnerability Description

The data storage issue that is predominantly seen in the 2-tier application is
finding database connection strings in memory.

Impact

Hard-coded secrets are a security risk because they are often stored in plain
text, making it easy for attackers to extract them from the source code. They
can also be inadvertently disclosed or exposed through other security
vulnerabilities, such as code injection or data leaks.

Step to Reproduce (Evidences)

1. Log in to the DVTA program after opening it.

—m Login — O >
Login Here
Usemame [viiay ]
Password | sssssl I
Login

Dont have an account yet? Register Here

Configure Server




Step to Reproduce (Evidences)

2. Open the properties of DVTA.exe using Process Manager, and then select the
Memory tab. After clicking on the strings, select “mapped” and “image”.

Environment Handles .NET assemblies .NET performance GPU Comment
General Statistics Performance Threads Token Modules Memory
Hide free regions Strings... Refresh
Base address Type Size] Protect... Use ™
Ox3e _. .
String Search
Ox4z 9 X
. Minimum length:
Ox4<
Dx4E Detect Unicode
0x47 Search in the following types of memory regions:
gx;:t Private Image Mapped
X
0x5¢c
0Ox5e0000 Mapped 4kB R
0x5f0000 Private 64kB RW Heap
0x600000 Private 2,048kB RW PEB
0x800000 Mapped 804kB R C:\w

3. Additionally, it must locate every string in this process's memory. Therefore,
we will apply the filter using the keyword “Data source”, which is commonly
seen in database connection strings. Next, we discovered SQL Cred. in
unformatted form.

B Results - DVTA.exe (2140) -
89 results,
Address Length Result
0x33fdos4 226 data source=.\SQLEXPRESS; Integrated Security=S5PI; AttachDBEFiename=|DataDirectory laspnetdb, mdf;User Instance=true
0x3423dcs 488 <connectionStrings > <add name ="LocalSglServer” connectionString ="data source =, \SQLEXPRESS; Integrated Security =SSP1; AttachDEFilename|
0x34247c0 226 data source=.\SQLEXPRESS; Integrated Security=55PI; AttachDBFilename = |DataDirectory jJaspnetdb.mdf;User Instance =true
0x3424934 <488 <connection3trings><add name ="LocalSqlServer” connectionString="data source=. \SQLEXPRESS; Integrated Security =55P1; AttachDEFilename]
Ox348e56¢C 2 Data Source =
0x348f8e4 128 p@sswordDecrypted dbpasword: p@sswOrdData Source = localhost\SQLEXPRESS; Initial Catalog=DVTA; User Id=sa; Password=p@sswird
I Dats Source —TocahosHGOLEXPRESS, Tnitial Catalog =DVIA; User [d—sa; Passord—p@sswird intearated Secuniby—falee ]
Ox348fcad 230 Data Source = localhost\SQLEXPRESS; Initial Catalog=DVTA; User Id=sa; Password=p@sswird;Integrated Security =false
Ox349dc3c 22 data source
0x345fac4 22 Data Source
0x349f3e8 22 data source
Ox34a236¢ 210 Data Source = localhost\SQLEXPRESS; Initial Catalog =DVTA; User Id=sa;password=";Integrated Security=false
Ox34a24d4 210 Data Source = locathost\SQLEXPRESS; Initial Catalog =DVTA; User Id=sa;password==;Integrated Security=false
Ox5cc2f3e 28 Data Source =
Ox5c4095d2 80 OComplex DataBinding accepts as a data source either an IList or an IListSource,
Ox5c409ae8 117 tEvent raised after data has been exchanged between the data source and a control property bound to that data source.
0x5c409efq 99 bIndicates a database column expression used to filter the set of rows returned by the data source.
Ox5c40a130 140 BindingSource cannot be its own data source. Do not set the DataSource and DataMember properties to values that refer back to BindingSourcy|
Ox5c40a26d 94 ]Indicates names of database columns used to sort the set of rows returned by the data source.
Ox5c40ff75 77 LThe CurrencyManager that the DataGrid uses to get data from the data source.
Ox5c413f36 167 Oceurs when the DataGridView. VirtualMode property of the DataGridView control is true, and a cell value has changed and requires storage in 4]
Ox5c4143fa 98 aThe name of the data source property or database column to which the DataGridviewColumn is bound.
Ox5c414cfe &7 BEThe data source that populates the selections for the combo boxes,
Ox5c415186 52 3Event raised whenever the data source list changes.
Ox5c4151bd 150 Oceurs when an external data-parsing or validation operation throws an exception, or when an attempt to commit data to a data source does n|
<
Filter Save. Copy [

4. To access the hardcoded credentials, we utilize “SQL Server Management
Studio” to log in.




Step to Reproduce (Evidences)

s Microsoft SQOL Server Management Studio

File Edit View Tools Window Community Help
(0 Newouery | [0y |y |65 A | 8] .
Object Explorer > 1 X

Connect~ &7 2’ m

all Connect to Server x

Microsoft*
z SQL Server 2008 rR2
Servertype: | Database Engine v
Server name: |localhost\SQLEXPRESS Sp— ~|
Authertication: | SQL Server Authentication
Login:
Passward: [

5. As you can see, we have a connection to the database and may now browse
its tables or extract sensitive information from it.

Wn Microsoft SOL Server Management Studio

File Edit View Query Debug Tools Window Community Help
(D NewQuey |y Dy (S W 5 By

Dl master < P Execute b ®m o 38 F[E] "% BENI= S =E%y
| Object Explorer w Il 3 - SQlQueryl.sql- lo..55.master (sa (53))
Connect~ @3 @3 = ? oo Script for SelectTopNRows command from SSMS

SELECT TOP 1000 ([id]

= [ localhost\SQLEXPRESS (SQL Server 10.0.1600 - , [username]
= [[3 Databases , [passwozd]
#® (3 System Databases . [email]
e @ ovia , [isadmin]
@& @ Database Diagrams FRCM [DVTA] . [dbo]. [users]

= 3 Tables e
[ System Tables

=] dbo.expenses
[£3] Views

# @ Synonyms <
# 3 Pregrammability =
= 3@ Service Broker _m Results | {73 Messages
@ C@ Storage | i usemame password email isadmin
@ [ Security 110 | admin admin123  info@ignitetechnologies in 1
@ [ Security 2 1 viay vijay vijay @test com 0
@ (3 Server Objects 3 2 o raj raj@test.com ]
@ [@ Replication 4 3 sa 123 no nahidunga 0
@ 3 Management
£ > @ Query executed successfully, localhd

Output

Remediation

e Ensure that sensitive information is not stored in memory in plain text.

e Implement encryption and proper memory management practices to protect
sensitive data.
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